This paper describes the remote-collection technology of detailed data (Smart Monitoring) on the consumption and quality of energy resources in public services. In this article, under "energy resources" (hereinafter referred to as resources) we outline electrical power, water (hot and cold), heat, and gas. Data on resource quality refer to the parameters characterizing the consumed resource. We also present an option of the data-acquisition system structure based on Smart Monitoring technology. Particular attention is paid to security in the system and the centralized management of its elements. The data flow in such system carries information about the behavior of energy consumers and the household equipment they use. Data on energy consumption for billing purposes in such a system is just one of many kinds, and not the most important feature. The development of Smart Monitoring technology is aimed at developing the market of IT services and mass services based on analysis of collected detailed data on energy-resource consumption.
Introduction
The modern trend in the creation of data-collection systems on resource consumption (hereinafter referred to as Systems) is the remote collection of detailed consumption data. The main source of data in a System are resource meters. Meters that remotely transmit detailed data on resource consumption are now called "smart." Systems with smart meters belong to the field of the Internet of Things (IoT) and have their own characteristics. For example, meters do not need to transfer data to each other, and the data transferred by the meters do not need to immediately be responded to. The population's consumption of resources is uneven-by analogy with wired telephony, hours of the highest load can be distinguished.
Remote data collection conditions following:
1. The meter becomes part of the System with a monitoring center where data on resource consumption are remotely collected. 2. Meter design should provide for embedding them in such a system. 3. There can be many, or even more, meters in the System; they can be distributed over a large area. This requires special attention to System maintenance and security [1, 2] .
When designing a System, it is necessary to answer two closely related questions: what kind of data network from the meter to the Monitoring Center should be used, and which data do we want to collect?
The first question is currently receiving a great deal of attention [1] : international alliances have been created, and several competing solutions are being developed, the leading among them are Long Range Wide-Area Networks (LoRaWAN) and Narrow Band IoT (NB IoT).
The answer to the second question is not as obvious as it seems at first glance. Our paper is devoted to discussing this very question. We emphasize that the article is dedicated to solving the problem of the remote collection of as data that are as detailed as possible on resource consumption by end users. The problem of interpreting these data by extracting the information contained inside them for further use lies outside the scope of our article. We hope that the data collected by our technology will become a good basis for specialists in energy-saving, machine-learning, and artificial intelligence in developing various kinds of applications.
2 Which Data Do We Want to Collect?
In general, data that are known to the resource meter and which it can transmit can be divided into two groups:
1. Data on the state of the meter itself and on unauthorized interference with its operation. 2. Data on the quantity and quality of consumed resources.
The first group of data is important for System operation. These data carry information about the state of the equipment of which the System consists, and on attempts to interfere with the System. They can also be used to upgrade the System.
The issue with the second group of data is more complicated. In order to simplify it, we can draw a few fairly reasonable assumptions.
We get the minimum amount of information when collecting data only at the end of the month, and the maximum when collecting data in real time. It is not a mistake to assume that the amount of information contained in the collected data is some function of time interval ∆t, through which we poll meters:
The dependence of the amount of information on ∆t is shown in Figure 1 . If ∆t = 1 month, then the obtained data can most likely be used only for billing, but we cannot find out how and what quality of resources were consumed during the month.
Almost all major meter manufacturers also produce Remote Systems to obtain their readings. The goal is to provide a convenient tool for settlements between suppliers and resource consumers, as well as to obtain some kind of operational data. Readings are retrieved periodically at a predetermined (long enough) time interval ∆t (month, week, day) [3] . The collected data in this case carry some information, but it is clearly insufficient to draw conclusions about consumer behavior or the equipment used by them. Such Systems mainly solve the problems of the resource provider, but not the consumer.
The emergence of nonintrusive appliance load monitoring (NILM) technology [4] and many works based on its application have shown how much information that detailed data carry on electricity consumption. It turned out that they contain information about the behavior of consumers, applied household equipment, and the power consumption by each device [5] [6] [7] [8] . There are new applications, sometimes unexpected, that rely on analysis of detailed data, for example, monitoring the behavior of single elderly people and diagnosing diseases [9] . Increasingly complex methods of analyzing detailed data are being used, for example, machine learning and neural networks [7, 10, 11] . However, the massive use of NILM meters in public services is constrained by their complexity and cost [12, 13] . In this regard, attempts are being made to lower the polling frequency in NILM meters [14] .
There is every reason to believe that detailed data on the consumption of other resource types by populations (water, heat, and gas) also carry a lot of information. A joint analysis of detailed data on the consumption of all types of resources by a single consumer (apartment or private house) can reveal much more information than analysis of one of the resources.
For electricity, the level of data detail is very high, close to real time. In practice, it is very difficult to achieve the same level of data detail on the consumption of water, heat, and gas. Attainable polling interval ∆t for these meters does not provide an acceptable level of detail at which, for example, the devices used by the consumer can be identified. The polling interval cannot be significantly reduced due to the discharge of autonomous batteries in meters and the overload of data-transmission channels. The system may become sensitive to the number of meters therein. The problem of the excessive loading of data-transmission channels is, however, the case of when using NILM meters.
Modern remote data-collection systems operate on the principle of meter readings after a certain predetermined time interval. An event in such systems is the passage of a predetermined time interval ∆t, a reaction to an event, that is, meter readings. We call such systems time-interval systems (Ti systems).
Consumption of resources by the population during the day is very uneven. However, in Ti systems, data are collected regardless of whether resources are being consumed or not. Accordingly, the channels of communication are also loaded. This is a significant disadvantage of Ti systems.
Smart Monitoring Technology
The desire to avoid energy costs and loading communication channels when no resources are being consumed, to achieve an acceptable level of data detail, improve security in the data-collection system, and simplify the meters led to the creation of Smart Monitoring technology. The technology is based on the following principles:
1. No consumption, no data: data from the meters are transmitted only when resources are consumed.
2. Registering resource-consumption time.
3. No access to the meter from the outside: unauthorized access to a huge number of meters in city conditions and their malfunction may have the most unpleasant consequences.
In Smart Monitoring technologies, for each meter, the ∆R value of the amount of the resource passed through the meter is specified. An event is the passage of a specified amount of resource ∆R through the meter, and the response to the event is the transfer of data by the meter.
We call such systems resource-interval systems (Ri systems). Initial value ∆R for each resource is given on the basis of some "reasonable" considerations. On the one hand, it is desirable to make ∆R as low as possible, but in practice it would be "unwise", for example, to track the consumption of every milliliter of water in the city.
In the future, ∆R can be adjusted according to operation results, taking into account actual limitations. For example, taking into account the actual (not calculated) discharge of autonomous batteries, which in Ri systems are a function of ∆R and the amount of actually consumed resource.
Resource consumption in an Ri system is depicted in Figure 2 .
One of many possible structures of an Ri system that implements Smart Monitoring technology is shown in Figure 3 . There are three levels in an Ri system: the meter, the concentrator, and the Monitoring Center levels.
The essence of the Ri protocol (communication between meters and concentrators) is as follows.
As soon as a specified amount of resource ∆R has passed through the meter in an Ri system, the meter transmits its number, session number, resource quality, and its state data to all the surrounding concentrators. Communication is one-way, from the meter to the concentrator. If the resource is not consumed for a long time, the meter transmits data about its state after a certain time interval (for example, after 24 hours).
Concentrators within the radio-visibility range of the transmitting meter receive the data transmitted to them, and add the timestamp of when it was received to the received message, as well as information about their state. Then, all data are transmitted to the Monitoring Center. Time synchronization in the concentrator and in its operation algorithms is performed from the Monitoring Center. Concentrators can be located outside apartments in an apartment building and are provided with main power. Concentrators 'do not distinguish' types of meters by type of resources. The same message transmitted by a meter can be received by several concentrators.
Data processing is done in the Monitoring Center. It also contains all the information about the meters and concentrators installed in the Ri system.
Such architecture of an Ri system requires a unique numbering of meters and concentrators. To do this, the identification of things (IDoT) in Digital Object Architecture (DOA) technology can be used [15, 16] .
Ri systems are essentially asynchronous systems where meters are always communication initiators.
At first glance, we can get away without the concentrator level. However, the introduction of this level solves two key problems at once:
1. Utmost simplification of meters as the most massive device in the Ri system. The complexity of equipment and software in an Ri system increases from the meter to the Monitoring Center. 2. Prevention of unauthorized access to the meters.
The problem of concentrator vulnerability remains, but it is not as critical as in the case of meters. In addition, in Smart Monitoring technology, the ratio of the concentrator number to the meter number in a standard apartment building is no more than 1:50 (when installing meters for all types of resources), and concentrators that are in the radio-visibility range of the same meter duplicate each other. The interface between concentrators and Monitoring Center can be any kind, for example, General Packet Radio Service (GPRS), Gigabit-capable Passive Optical Network (GPON), NB IoT, or LoRaWAN. The choice of this interface does not affect the interaction of meters with hubs.
The proposed solution leads to data-collection technology that implements the following formula:
Smart Monitoring = remote data collection + acceptable data detailing + Cloud service + per apartment accounting + remote system monitoring and control + acceptable equipment cost + acceptable security level.
As is rightly noted in [1] , besides security, the most important requirement for an IoT system is to maintain performance while increasing its scale. The Ri system is easily scaled to the territory of any size. Calculations show that it is impossible to "overload" communication channels with an increase in the number of meters, since the number of meters per unit area of the territory are limited by the capabilities of residential development. Even simultaneous consumption of the maximum possible amount of all types of resources by all customers could not disable an Ri system. In an Ri system, there may be accidental losses of individual messages (for example, due to interference) even despite duplication of message reception by concentrators. However, the numbers of lost messages are known in the Monitoring Center, and the amount of resource consumed is easily restored. In some cases, by using the profile of the consumer (consumption traditions), the transmission time of lost messages can be restored. Even if this fails, however, the loss of individual messages is not critical for our purposes.
The continuous flow of detailed data (Big Data) from consumption meters, resource quality, equipment condition, and various abnormal situations contains information about the behavior of the resource consumer, the equipment used by it, and the state of the Ri system itself. This information can be used for billing, energy saving, optimization of the structure of the Ri-system itself, etc.
An application for the invention of the Smart Monitoring technology has been filed in the United States [17] .
Experimental Data-Collection System
Using Smart Monitoring technology, an experimental Ri system for collecting data on the consumption of cold and hot water, electricity, and heat energy, was deployed. A small batch of apartment meters with a transmitter power of 8 mW was released. The cost of a tachometer water meter turned out to be approximately equal to the cost of a traditional apartment tachometer water meter with a pulse output. Value ∆R for the meters was set as follows: cold and hot water, 100 ml; electric power, 10 Wh; heat energy, 5 kcal. Two interfaces were implemented between the hubs and the Cloud: GPRS and GPON. Operation of the Ri system confirmed the efficiency of the adopted solutions.
Consequences of Using Smart Monitoring technology
Noted are some interesting consequences of using Smart Monitoring technology (the list is not exhaustive):
1. Time for complete discharge of autonomous batteries in different meters varies because a different resource amount passes through different meters, and the battery discharge is its function.
2.
During meter life, one can observe the "deviation" of its parameters, for example, an increase in error. To minimize such effects, it is possible to either calibrate the meter or adjust its readings in the Monitoring Center and do so without calibration.
3. Any other equipment operating on the principles of Smart Monitoring technology, for example, temperature sensors in each room, water-leakage sensors, gas analyzers, and security sensors can easily be added to the Ri system.
Conclusion
The suggested Smart Monitoring technology is focused on collecting data on resource consumption in public services and heavily relies on its features. It does not aim to collect data in real time, as is possible with NILM technology. However, it makes it possible to significantly simplify meter design, achieve quite an acceptable level of data detailing, unload communication channels, and increase the level of security. The mere possibility of joint analysis of the consumption of all resource types in an apartment that this technology offers compensates, to a large extent, for its shortcomings.
We hope that the technology we developed allows us to take a step forward in obtaining data on the behavior of resource consumers in the public services. This, in turn, would contribute to the development of the market for IT services, and mass services for end users in the control and efficient use of electricity, heat, water, and gas.
